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Detailed Tutorials
https://www.youtube.com/@dpdpamentor
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About the Rules

Now, therefore in exercise of powers conferred by sub-sections (1) and (2) of 
section 40 of the Digital Personal Data Protection Act, 2023 (22 of 2023), the 
Central Government hereby makes the following rules, namely: —

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY NOTIFICATION

New Delhi, the 13th November, 2025
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High Level Rules

23 Rules
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High level schedules

9 Schedules
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Preliminaries
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The Frontline – Notice and Consent
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State Processing & Security
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Breach and Data Lifecycle
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Accountability & Vulnerable Groups
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SDFs & Individual Rights
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Borders and Exemptions



© 2026 Karmalaya. All rights reserved

The Data Protection Board of India
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The Consent Manager Ecosystem
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State & Government Processing



© 2026 Karmalaya. All rights reserved

Corporate Compliance & Fiduciary Obligations
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Data Protection Board (DPB) Governance
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Summary

The Digital Personal Data Protection (DPDP) Rules, 2025, operationalize India’s 
privacy framework by establishing strict, consent-driven mandates for all Data 
Fiduciaries. Organizations must provide clear, multi-lingual, and itemized notices 
prior to data collection, and implement interoperable mechanisms that allow users to 
seamlessly grant, review, and withdraw consent. The rules enforce rigorous data 
lifecycle management, mandating the permanent erasure of personal data once its 
primary purpose is served or after specified periods of user inactivity. Furthermore, 
the framework mandates prompt data breach notifications to both the Data 
Protection Board (DPB) and affected users, while imposing elevated governance 
requirements—including periodic algorithmic audits and Data Protection Impact 
Assessments (DPIAs)—on Significant Data Fiduciaries. Ultimately, the rules balance 
stringent organizational accountability and expanded user rights with precisely 
defined exemptions for state processing, research, and the secure handling of 
children's data.
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Thank You
Any Questions? We are here to help.

info@karmalaya.in https://dpdpamentor.in


