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Detailed Tutorials

https:/www.youtube.com/@dpdpamentor
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https://www.youtube.com/@dpdpamentor

The Two Pillars of Consent

THE INTERNAL SYSTEM:
CONSENT MANAGEMENT PLATFORM (CMP)

THE EXTERNAL ENTITY:
CONSENT MANAGER (CM)

EGULATORY
INTEROPERABILITY

FLOW
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s %
TRIGGER
POP-UPS
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STORE
RECORDS
— CMP SOFTWARE
(EMBEDDED) “
T »
PRODUCT/SERVICE
PROVIDER CONTROL DOWNSTREAM

APP/WEBSITE DATA FLOW
(CRM, ANALYTICS)

OWNED BY: THE DATA FIDUCIARY.
STATUS: MANDATORY OPERATIONAL REQUIREMENT.

CONSENT MANAGER (CM)
“WALLET FOR CONSENTS”

OWNED BY: REGISTERED THIRD-PARTY ENTITIES.
STATUS: REGULATORY INTEROPERABILITY
REQUIREMENT (TO SUPPORT).




Comparison

Secure Checkout

Select Consent Manager

© gy CreditCard C P Paypal

D Apple Pay

ConsentFlow
GPay | Google Pay

@ PrivaGuard Pro

OptinMaster
ﬁ Bank Transfer

DataWise Choices
$125.99 Y

Select Manager Learn More




The Mandate for Integration

UNIFIED INTERFACE

REAL-TIME
REVOCATION

[ )

[TJSER REVOKES CONSENT )

THIRD-PARTY APP

INTEROPERABILITY
(SECTION 6 & RULES)

EXTERNAL CMs CONSENT SIGNALS OUR SYSTEMS
(Consent Signals) (Accepted) (Data Processing)

IMMEDIATE PROCESSING STOP

OUR SYSTEMS
(Data Processing)

THE RISK:
DISCONNECTED SYSTEMS
= COMPLIANCE GAPS

User Revokes on CM, BUT
We Continue Emailing
(Signal Missed)

DISCONNECTED
SYSTEMS




High-Level Architecture (The "Handshake")

HIGH-LEVEL ARCHITECTURE: UNIFIED CONSENT MANAGEMENT SYSTEM

( )

USER DOMAIN THE BRIDGE OUR DOMAIN

: i" GATEWAY:
SL°|T7” | OUR CONSENT API

5 5 CORE:
~@~] | OUR INTERNAL CMP
- m (“The Ledger”)

EXTERNAL CM APP API LAYER
e - =
asnboart 5 o —
CRM &
STANDARDIZED joait] @ @@
PROTOCOLS
CRM DATA LAKE MAT%(ggNG
\~ b

KEY INSIGHT

The External CM does not store our user data. Q/ =
It only stores the “Key” (Consent Artifact).




The "Consent Artifact" (The Technical Standard)

ConsentID: Unique UUID
(eg 550e8400-e29b-41d4-a716-446655440000)

DataPrmclpaIID Hashed user identifier
(eg sha256:9f86d081884c7d...)

Purpose Specific code

(eg PUR-MKT-01)
— DataFields: What data is accessed
bl (€.9., [email, location, device_id])

Expiry: Valid until date
' Q) (e.g., 2025-12-31T23:59:592) INTEGRATION

Status: GRANTED / REVOKED / PAUSED EXCHANGE
(e.g9., GRANTED)

Digital Signature: Cryptographically signed
Sl to prevent tampering (e.g., 3045022100c...)




Workflow A — Granting Consent via CM

WORKFLOW: USER SIGN-UP WITH CM APP (PRIVACY APP)

SIGN UP WITH PRIVACY APP

User signs up, chooses
“Privacy App” (CM) for login/verify.

4. TOKEN EXCHANGE

%
Pushes Artifact

CM APP SIGNED CONSENT
ARTIFACT

Name
Email
Password

Sends Consent
Request Object
(API)

CM APP
OUR SYSTEM (Privacy App)

Allow
Access?

CM generates a signed
Consent Artifact and pushes
it to our API.

Our system sends a Consent Request
Object to the CM via API.

5. VALIDATION

OUR SYSTEM

Our CMP verifies the
signature.

User clicks “Approve”
on their CM App.

INTERNAL
TOKEN
OUR SYSTEM DATABASE
(Process Data)

CMP issues an internal token
allowing our Database to
process the data.




Workflow B — The "Kill Switch" (Revocation)

SCENARIO

External CM App
Company 1 ()
Company 2

Company 3

Company 4

Our Company x
Company 5

Company 6

Others

User decides they no
longer want to receive
marketing. They open
their External CM App

and toggle “Off” for

our company.

WORKFLOW: REAL-TIME CONSENT REVOCATION

1. SIGNAL

>

CM Server

CM triggers a

THE FLOW

Our Revocation
Endpoint

CM triggers a
webhook to our
Revocation Endpoint

\
B

2. INGEST

(Consent
Management Platform)

webhook to
(&o) our Revocation AN
Webhook Endpoint

Payload:
(ConsentID: X,
Status: REVOKED)

Our CMP receives
the payload.

3. ENFORCEMENT

(Consent

Management Platform)

@ Invalidates
access
Within tokens
seconds

LS

ConsentID: X

Internal Ledger

CMP updates the
internal ledger to
“Inactive.”

XK
Marketing Cloud

Within seconds, the
CMP invalidates the
access tokens used
by our Marketing
Cloud.

4. PROPAGATION

RESULT

Email marketing campaign

The next email
campaign
automatically
excludes this user.



Integration Requirements (Technical)

API GATEWAY IDEMPOTENCY
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Impact on Internal Data Governance

DATA LINEAGE

USERID | EMAIL | PHONE |LOCATION |

CONSENT
ARTIFACT

ConsentID: 12345

L_ MAP EVERY FIELD TO
SPECIFIC CONSENT ID

QUARANTINE LOGIC

BEpEan

| USERDATA |
(ConsentlD: 67890)

" LINK BROKEN (REVOCATION)
—> AUTOMATICALLY
QUARANTINED (LOCKED)

NOT DELETED IMMEDIATELY
(Retention Laws Apply)

LEGACY DATA

A EXISTING USERS
(NO CONSENT)

CONSENT
ARTIFACT

STRATEGY TO “BACKFILL"
CONSENT FOR EXISTING USERS




Roadmap to Integration

Consent Management Implementation Roadmap

Phase 1:
Internal CMP Hardening

SR

Source of
Truth

Centralize all current
consents into one
"Source of Truth.”

Implement “Purpose
Limitation” tags on all
data fields.

® Build APIs capable of

Phase 2: Phase 3:
API Readiness Pilot Integration

CHR[eM

Sandbox

@ Test connectivity with
a sandbox Consent
Manager (once
available).

receiving external
consent artifacts.

® Draft technical specs
based on emerging
Data Protection
Board standards.

|
|

.»
+

Phase 4:
Live Rollout

® Enable “Login/Manage
via Consent Manager”
on our user profile
page.




Summary & Strategic Value

COMPLIANCE

DPDP ACT

EASE OF
WITHDRAWAL

Meets the strict ease
of withdrawal
requirement

\

Integrating with CMs
signals respect for
user autonomy

FUTURE-
PROOFING

Prepares for a future
of single Super App
data control

PARENTAL
CONTROL

Age verification &
parental consent
moved to the
consent manager
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Vyour guide to privacy in India

Thank You

Any Questions? We are here to help.

https://dpdpamentor.in

ﬂ info@karmalaya.in



